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Questions and Answers (Q&A) 

 

in relation to the Request for Quotation to support in selecting the 

 Security Incident and Event Management (SIEM) system and 

approach to be implemented at the OSCE 

 

No. Question from the Market Operator Answer from the SIEM Project Team/ 
Procurement and Contracting Unit 

 

Q&A 1–12 release date: 15 February 2018 

 

1. 

You would appear to have a clear and 
documented target overall end game in 
terms of 
strategy/objectives/processes/technical 
architecture for your cybersecurity 
capabilities including a clear understanding 
as to how SIEM fits, including the reasons/ 
issues underpinning your decision that a 
SIEM solution is required.  Can you share 
this with us? 

Can be shared after contracting. 

2. 

How do you see SIEM fitting within your 
overall cybersecurity program - for 
example are there interdependencies with 
other elements of the program? 

One of the most critical activities in the program 
is the procurement and implementation of an ICT 
security incident and event management tool 
(SIEM) or managed information security services 
(MSS) OSCE wide to provide early detection and 
management of security incidents.  
There are some interdependencies with other 
activities; the most important one is the upgrade 
of our Microsoft infrastructure. 
 

3. 

Do you have up to date information on 
your current infrastructure, cybersecurity 
processes and can you share this in 
advance?  Rigorous and current asset 
management is needed here. We are 
mindful you envision the timeframe for 
activity 1 to be two months and we see this 
as only feasible if this information is 
readily available. 

This information cannot be shared in advance. 

Documentation of the infrastructure is scarce and 
interviews with system administrators will be 
required. Security incident processes exist. 

4. 

Would you please describe your current 
CyberDefence team in terms of numbers, 
skills, experience levels, roles performed 
and degree to which it is centralised versus 
dispersed. 

This information can be only shared after 
contracting. 

5. 
Would you please describe the degree to 
which your organisation is experienced 
with cloud computing and whether there 

We have implemented some cloud solutions in 
the last two years and have a high-level policy on 
cloud solutions. These comply with general 
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are any restrictions on using latest cloud 
cyber security offerings?  I am wondering 
whether there is an open field here or 
imposed restrictions? 

practices. 

6. 

Are you currently tracking incidents/events 
and would it be possible to share recent 
information including severity 
information?  If you feel it necessary we 
will be happy to sign confidentiality 
agreements in advance of receiving any 
information on this aspect. 

Major security incidents are tracked and 
documented. Others are documented in our 
ticketing system but this is not always consistent. 

7. 

I note with interest you list Kaspersky AV 
among your security systems.  In light of 
recent events in western world to stop 
usage of this system due to claimed 
Russian influence, has a conscious decision 
been made to continue using the system in 
spite of these warning? 

No answer – I do not see why this information is 
necessary for bidding. 

8. 

You mention various locations where there 
are data centres and internet connections.  
Can you share a current up to date map of 
these including the types of systems 
operating in these locations. This has 
material relevance on the volumes of data 
likely to be gathered on a daily basis with 
SIEM systems. 

This will be provided after contracting. 

9. 

Reference is made to your procurement 
organisation.  Can you share if you have a 
separate IT Procurement organisation or 
whether IT procurement is managed within 
the general procurement organisation? 

The Procurement and Contracting Unit (PCU) at 
the OSCE Secretariat is providing procurement 
and contracting support in the acquisition of 
various goods and services, including the IT 
category of spend. The PCU is positioned in the 
Department for Management and Finance 
/Mission Support Services. For more information 
about the procurement and contracting function 
at the OSCE please visit 
https://procurement.osce.org  

10. 
How many end users are supported by the 
organisation and what is their geographic 
distribution? 

We have about 4000 end users across Europe and 
Central Asia. Biggest locations are Secretariat 
(400 users), Ukraine (1500), Kosovo (500), 
Warsaw (300) and Bosnia (400). Rest is 
distributed on the smaller locations (altogether 
we have 22 locations). 

11. 
What is the size of your internal IT 
organisation and again its geographic 
distribution? 

At the Secretariat (which is the provider of 
central services to all OSCE) we have 32 ICT 
staff. Altogether we have 150 ICT staff across 
OSCE, with staff ranging from 40 to 1. 

12. 
To what extent are third party contractors 
used within the overall and IT 
organisations. 

We have several consultants and external 
companies working for OSCE. Majority of the 
infrastructure operations work is still performed 
internally. 
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END. 


